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Abstract

Despite of having many rules and regulations in for transportation traffic, it is still to this day a chaotic
environment sometimes. Therefore, finding traffic solution is a work of art in civil engineering world.
However, the technology of internet and navigation solution is evolve every day, and this opens many
opportunities to increase the quality of current traffic status or even solve problems that people do not
even know it existing. It is such a fascinating time we are living where electronics components
embedded with latest technology are affordable for hobbyist, and it means more beautiful mind can
involve in finding delicate solutions, and current manual toll station is one of the problems that need a
better solution. GPS technology and Google database now reach a level that is precisely, smart and fast
enough on a portable smartphone to change the traditional toll to a new form by removing all of the
obstacle throughout fee paying process at these station and to make it environmental friendly. This
project is one of the solution by realizing an'on the go payment virtual toll station, replace all the work

of manual toll to a smarter automatic one.

Keywords: GPS, automatic, on the go payment



Contents

1 INEPOAUCTION ...ttt st ettt e bt e s bt e she e s et e st e e b e e b e nbeesbeesneeenneen 9
I I T o 1 = N 9
L2 AUAIENCE......cooieeee ettt ettt e ettt et e s bt e e bt e e sabe e e bt e e sabe e s be e e sabeesabeeeabeeesabeeebeeeanbeesbenesareenn 9
L3 IMIOEIVALION ... e e e s e e s st e s e e e s e e e s e rrneeesnee 9
B 0 1= o 1Y PP UPSRN 10
L5 OULIING ...ttt b et she e st e bt e bt e e b e e s bt e sat e st e e b e b e nes 10

2 ResSearch back8roUNd ................ooooiiiiiiiiii e et e et e e e et e e e e e ba e e e e srtae e e sntaeeeeanes 11
2.1 INErOTUCTION.......ceiiiie ettt et s et e st e st e s bt e e sabeesbeeeabee e s beeesnseesaseesabeeesareeenns 11
2.2 CUrrent ol Problem ............oooiiiiii e e e e re e e e nareeas 11

3 System architecture and iNterfaces.............ccuoiiiiiii i 14
0 =T 4 T = T IV =T o PSP 14
3.2 E-Wallet apPliCatioN.............oooiiiiiicee e e e e e e e e e et e e e e enreeas 14
3.3 Central database ...........coouiiiiiiiii ettt e b e e ab e e s beesbeeesbeeeane 15
3.4 Vehicle Profile deViCe............oooiiiiiiiiiii e e e s e e e e e e e nareeas 16
3.5 Socket COMMUNICATION.........oouiiiiii ittt e b e s be e st e st e et e sbeesaeesaeeeas 17
3.6 Bluetooth cOMMUNICAtION ..........ciiiiii ettt st s 20

3.6.1 Bluetooth architecture...... /0o oo s G i i Lsdid e it i e st s e e siee e 20
3.6. 2 SPP PrOfile ... e e 20
3.6.3 CONNECEION PrOCESS ......coeeiiiiiiiiiiiiiiiii e 21
3.6.4BoNding and PAiriNg .............ouviiiiiiiiiiie e e e e e e et e e e e e e e e naranes 21
A 1 =Tl o] U] [ -4V PRSP 23
4 System impPlemeEntation...........c.c.ooiiiiiii e e e e e e e e s aaaeeean 26
4.1 E-wallet ANdroid QpPPlICAtION ..........oooiiiiiiiiiee e e e e e e r e e e e e e e naarraaae s 26
4.1.1 Activities and fragments Management ................coooiiiiiiiiiiie e 26
T 2 Y - 1 1 Vot £ 1V Y SRR USRPRNE 28
4.1.3 LOZINFraBmMeNnt..........ooooiiiiiiiiiee ettt e e e e e e e e e e e e e e e e e e anbaa e e e e e e e eaannrreeeeaeeeeanrrnes 28
4. 1.4 HOME FragMENT........oouuiiiiiiiiiiiiiiiiiiiietteeeeetetereeeteeebaaeaerea e aeaaa—aeaeaeaasbaaebaeebesesssssssssssssssssnsssssssnnns 30
4.1.5 Add Credit and RetrieVe IMONEY ............coocuiiiiiiiiiie ettt sree e e sivee e e sree e s e atae e e enreeas 31
4.1.6 Driver Registration ... e e e e e e e e e e e e e enraees 31
4.1.7 Vehicle ReISTration ...........c..euiiiiiiii et e e e e e e s e e e e s e e atre e e e e e e e e eennnnnes 32
L - 8 1o - o 11 N 32

4.1.9 Client socket interface RANGIEY ................uuvvveiiiiiiiiiiiiiiiir bbb araaaaaaaaaae, 32



6

4.1.10 GPS tracking SEIVICE ..........uviiiiiiiiiieiiiee e ctee et e e et e e s st e e e s abe e e e sabeeeesnreeesensbeeesennrenas 33

4.1.11 BIUETOOTN SEIVICE ......eeeiiiieiee ettt sttt s e st e e st e s bt e e sateesneeesareenn 33
4.1.12 Client Encryption and Decryption SEIVICE ............ccccveiieiiiiiieeciieee e e etee e e evee e e e 34
4.2 Socket and Sqlite based CENral SEIVET.............ccooiiiiiiii i 35
4.2.1 Server socket interface handler (SIH)..............ccor i 35
4.2.2 Sqlite database handler (DBH).............cccoi it rare e s be e e sanee s 35
B.2.2. 1 LOGIN ..ottt ettt ettt s h e sttt et e e b e e b e e s ae e s bt e bt e bt e b e e s beesaeeeaeeeareen 35
B.2.2.2 LOG OUL ....ouiieiieiieiite ettt ettt e b e s bt e s bt et et e et e e e b e e s he e s ae e s at e e bt e bt e b e e s beesneeeaeeearean 36
B.2.2.3 SIZN UP ..ottt sttt ettt s h et ettt e bt e bt e e b e s ae e et e bt e bt e b e e nbeesaeesaeeearean 36
4.2. 2.8 AAA MONEGY .......ooiiiiiiiie ittt ettt e ettt e e e sttt e e s et ae e e e sbteeeesbeeeeesabeaeesastaeessastaeessasseeessnnes 36
4.2.2.5 RELIEVE IMONEGY ......oiiiiiiiiiiiiiieeeee ettt e e e e e sttt e e e e s s s s sbbbeeeeeeesesasabtateeeesssassnsssnnaeeesssnnas 37
4.2.2.6 REGISTEI AIIVEN .........oviiieeiiiee ettt e et e e e et e e e e e bte e e s ebteeeeeabtaeeseastaeeesntaaaesnnes 38
4.2.2.7 Get history tranSaction ...............cocoiiiiiiiiiii ettt e e tre e e e et e e s e bae e e e ereeeaeeanes 38
4.2.2.8 Get uSer information............cccooiiiiiiiiii e e 38
4.3 Server Encryption and Decryption SEIVICE ...........ccooeuieiiiiiiii i i cetee e e e 38
4.3.1 Vehicle profile and notify application ..............ccueiiiiiiiiiiiiii e 38
4.3.2 Virgin registration SEIVICE .....c....cooiiiiiiiiiiiiie e e e e e st e e e e e e s seaeteeeeeeeeesnnnrnnns 38
4.3.3 Acceleration sensing haNdIer... . i oo ousuiim s Ll iad s it enireeeessireeeeesreeesessseeseesssesesesnsens 38
4.3.4 Bluetooth interface handler ..o 38
System feature results and evaluation..............c.c.coooiiiiiiii e e 39
5.1.1 SignUP VIrBIN VERICIE ........ooieeiiiiiiee et e et e e s st re e e e sbaa e e e sraaeeesanes 39
5.1.2 Driver @lert fEatUre ..............oooiiiiiiiiieee ettt sttt e be e s s 39
5.1.3 Driver registration and de-registration ...............cccccooooiiiiei e 39
5.1.4 Automatic paying fee fEatUre...........ccoouviii i e 39
5.1.5 E-wallet credit Management..............ooociiiiiiiiiiiicee e e e e 39
5.1.6 Security data @XChANGE .............oooiiiiiieee e et e et e e et e e et e e e e ataeaeeanes 39
5.1.7 Limitation and future improvement...................oocviiiiiiii it 43
CONCIUSION ...ttt b e e s bt s b et e s ae e e s bee e sabeesabeeeneeesabeeesneeesareesareeesareesnne 44

(Y =TT ALl TP 45



Figure 1 Abandon toll booth with degrade road condition in Ha Nam ........cccceeiiieeeeciiee e, 13

Figure 2 Service usage of popular E-Wallet in VIietnam [4] ....coooiiieiiiiiieieeeeee et 14
Figure 3 Block diagram of Payment SYSTEM .......ccuuiiiieiiiii ettt e et e e e e ee e e e nta e e e enreeas 15
Figure 4 Global positioning method of GPS teChNOIOZY .......vvvveeiiiiice e e 23
Figure 5 Point determination method from 4 known points in 3 dimension.........cccoecveeiiniiieeincciee e, 24
Figure 6 Travel distance calculation Strat@gy.......cuuiieciieiieiiiie e e et e e 25
Figure 7: E-Wallet Navigation Ul.......oocuiiiiiiieie ettt ettt e st e e st e e s e s s s are e e s snbeeessnaneeas 27
Figure 8: E-Wallet LOgin Fragment Ul ......ooo ittt sste st e e st e e s e s s e e s snneee s enaneeas 29
Figure 9: E-Wallet HOME FragmeEnt........oci ittt ettt e sttt e et e e s e ate e e e e ate e s s e atae e e eanbaeeeennneeas 30

Figure 10: The enabling BIUetoOoth dialog.......ccoucuiiiiiiiiiiiii e 34



1 Introduction

1.1 Purpose

This report is submitted for partial fulfillment of the Bachelor Thesis at the Viethamese — German
University. The report demonstrates from general to detail about web application for tracing and

checking in food safety and quality

1.2 Audience

The intended audience for this project and report are Dr. Thai Truyen Dai Chan and MSc.Tran Quang

Nhu, who will use it as a basis to evaluate and determine a portion of the grades for the Bachelor Thesis.

1.3 Motivation

Unnecessarily construction or human interaction are the reasons pushing technology forward in order to
replace them with an intelligent automation system, and traditional manual toll is not different. The
availability of loT solutions are now more and more accessible and secured enough to develop such a
system that is money transaction related. The thriving of E-wallet companies in Vietnam in recent year
has shifted the purchasing habit of large portion of Vietnamese consumer, hence raising liquidity of
these virtual credits. This phenomenon gains trust on the banking system allowing converting real
money to virtual or vice versa easier than ever. However, none of road construction companies applied
this result to their fee collecting activity. Although, some of them have chosen alternative solution such
as using RFID card, but the main purpose of automation is not applied when the driver interaction is still
involved during the procedure of paying fee. Therefore, taking advantage of E-Wallet characteristic and

GPS technology, this project will enable user to pay road fee securely on the go without any interaction



involved, and the solution will turn all physical construction digitally and place them on any road
position in Vietnam via few simple configurations on database. This solution could replace the current

road toll system or its alternative entirely.

1.4 Objectives

This thesis is created with the objectives of research, design, and implementation of a web application
for monitoring and tracing of food safety and quality. The finalization of this project can be used to
manage, monitor the quality of food from the beginning of the cultivation stage to the delivery process.
A website platform is developed to collect and analyze the data received from loT devices. Hence, all the
analyzed data is displayed as a graph or exported as a table for users to easily access, control, make

decisions on the quality of food.

1.5 Outline

Chapter 2:
Chapter 3:
Chapter 4:
Chapter 5:

Chapter 6:



2 Research background

2.1 Introduction

Road toll is not a modern definition, it existed at least 2700 years ago before any steam engine machine
invented, where travelers had to pay to use Susa-Babylon highway under regime of Ashurbanipal [1]. Till
this day in Vietnam, a toll is introduced to finance the transport infrastructure, usually national road or
highway, but the general process stay the same: stop driving, pay the fee and continue driving. Although
there is a solution improving this process by using a toll gate automation [2], this solution only reduce
the time and labor cost of manual toll booth, but the gimmick is the same, and the drivers are still be
interrupted along their driveway. This project will provide a more efficient and delegate solution by
removing all the listed step throughout fee payment activity and make it truly automatic when involving

the GPS technology in the process.

2.2 Current toll problem

Current manual toll systems come with many disadvantages in form of cost, efficiency and longevity of

the highway in Vietnam.

The cost of a manual toll may vary depending on the construction size, the location, the geographical
and the labor cost. The cost of a single national road toll booth on Quoc Lo 1A is around 7.3 billion
VND (314,523 USD) [3] connecting from Northern to Southern of Vietnam, and there are 40 tolls
placed along this main road for controlling and fining smaller portions of this road.[] This can add up to

thousands of billions VND when including maintenance fee.



Every time a vehicle decelerates to stop at the toll to pay the fee and accelerates to get back on track,
the wheels apply a friction to the concrete surface, which can be a static friction or a sliding friction at
the contact point. The greater the weight and initial velocity (especially on highway) of the vehicle the

greater the friction.

F=Mgu

F : Friction at the contact point of wheels and the road

M : Vehicle mass

g : Gravitational acceleration

U : coefficient of friction

And this force deals a massive amount of damage to the road surface. The reason for building these
tolls is to pay back the capital of constructing the road for the contractor but at the same time
destroying the road itself. Therefore, this action'not only reduces the lifespan of the road surface but

also raises the cost of maintenance higher than it should be.



Figure 1 Abandon toll booth with degrade road condition in Ha Nam

The environmental impact will be reduced greatly with this project by saving tons of building materials
for a static toll. When these structures are no longer needed since the contractors already earned
enough money for the responsible road, they got abandoned in the middle of the highway, blocking

the traffic with unnecessary space taken.

Finally, the time it took to stop and pay the fee is around 30 seconds. This time interval will be neglect
able for a casual driving speed, but for the highway, where the speed could reach up to 120km/h, the

automatic toll will let drivers save up to 1 km of trip distance.

The purpose of this project is to realize an automatic toll system which neglects all the listed downside

from manual toll systems and lets users manage their payment in road usage.



3 System architecture and interfaces

3.1 General system

3.2 E-wallet application

Electronic wallets are increasing their popularity in recent years in Vietnam. Moreover, due to the
spreading rate and serious health impact of CO-vid19 virus, using cash is less of a choice when
compared with electronic currency alternatives. Vietnamese people are slowly changing their habit
and gaining trust for these transaction services, and this opens many possibilities to have more

payment methods linked with these electronic wallets.

SERIVCE USAGE OF POPULAR
E-WAILLET

mTotal = Momo Moca Zalo Pay

OTHER
CHECK DUT AT CASHIER
TRANsFORT SERVICE B
Fooo oeELIVERY [ENIER
MONTHLY REGISTERED SERVICE [JEEJIFE
money TRaNsSFER [IETIIEEN
PHONE BILL

Figure 2 Service usage of popular E-Wallet in Vietnam [4]

For this reason, the payment system for road fee will be enabled through an electronic wallet mobile

application linked with their bank account.



GPS signal Road usage Road fee Pay the fee

Calculate total distance End of the road Execute the payment
Calculate road fee Distribute the money to
valid contractor

Figure 3 Block diagram of Payment system

The road fee will be based on the calculated road usage instead of paying a same fee for every distance
as on manual tolls. This strategy will save a lot of money for the end user by its integrity nature and earn
the capital back for contractors faster because this system can be implemented on every road and takes
no extra fee to build a constant structure. All the processes will run in the background with no

supervision needed.

With the described characteristics, this sub-systemis designed to replace the roll of road fee collectors

at the toll station and placing any station on anywhere at will.

3.3 Central database



3.4 Vehicle profile device

While operating a vehicle on the street, different vehicle has different impact. Therefore, the
diversification of road fee per kilometer is necessarily, in order to bring equality to drivers. For this
requirement, the automatic toll system need to introduce a device which can store vehicle data,
especially vehicle mass, mounted permanently on the vehicle itself. Moreover, E-Wallet does not have
to be attached to any vehicle as long as the user does not operate that vehicle, just like a normal wallet

only belong to its owner, not the car.

The vehicle device shall be equipped with Bluetooth communication to interact with E-Wallet. There are

2 main interactions: register vehicle and register driver.

When a vehicle device is first mounted on the vehicle, it need to have a procedure to inform itself about

the vehicle to later on transmit

In this project, the road fee shall be calculated proportional to the vehicle mass.



3.5 Socket communication

Socket communication, or more specifically, network socket communication using in this project
configured for TCP connection. Central server will initiate as server socket accepting client device, which
is the E-Wallet. The majority communication activities are start the connection, client sending request to
server, server response to client after request processed and connection closed. The request and

response message will be divided into 2 parts, header and body using JSON structure.

Message structure

JSON Header

Byte order: little
Content type: text/json

Content encoding: UTF-8

Client JSON Body Server JSON Body

Action Action

Info 1 Result: good/bad

Info 2 Info 1
EE .

The headers of both request and response message types are the same including Endianness byte order,
JSON content type, encoding rule and length of body. Since the E-Wallet application and the Central
server is created to work with each other, the information in the Header shall be check with fixed
condition except the content length, since this value varied along with the body content, and this

checking step will ensure the quality of the communication.



The request body of client device will consist of the Action field, which declared the type of request that
the server need to process, along with related information for this request. For example, login request
will have Action is login, phone number and password are 2 more information for the server to proceed

logging in.

The server side on other hand, the response body will have the Result field to inform the client the

status of the request and the Action field of regarded status. The existing of Action field in the response
message structure is to ensure the client can distinguish which response of which request, in case there
are multiple requests sent from it. Beside from Result and Action field, the response message body also

consists information fields matched with the Action.

The request and response information field shall be listed in the tables bellowed:

REQUEST MESSAGE
2nd
vehicle | vehicle . i n. 2nd Street
phone number | password | meney 1st Longitude | 1st Latitude |Longtitud .
i name mass Latitude name
Action e
Login X X
Logout X
Sign up X X
add money X b's
retreive
X X
money
Pay fee X X X X X X
Resi
e.glster . . .
driver
Get history X
Get user N
information
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3.6 Bluetooth communication

3.6.1 Bluetooth architecture

For this project, the Node MCU ESP32S chip of the vehicle device support both Classic Bluetooth and
Low Energy Bluetooth technology. The Bluetooth architecture of ESP chip contain 2 stacks: controller
stack and host stack. Modules such as PHY, Device Manager, Baseband, Link Manager, Link Controller,
and HCl are included in controller stack. On other hand, the host stack support L2ZCAP, GATT, ATT, GAP,
SMP and SDP profiles providing the interface to application layer to operate Bluetooth service. The
vehicle device uses the default Bluetooth setting for this chip, which is using VHCI (software-
implemented virtual HCl interface) to communicate between host stack and controller stack, and the

profile used is SPP since it provide many standard communication.

Bluetooth Bluetooth HCI Bluetooth
Host - P Host
Controller

! }

HCI UART Transport Layer

3.6.2 SPP Profile

Based on ETSI 07.10 and the RFCOMM protol, SPP stands for Serial Port Profile can emulate RS-323
serial message, and it is convinient when using with Serial APl from arduino, and RFCOMM protocol is
used on mobile device side. The Serial Port Profile set the necessary requirements for Bluetooth devices
to act as a wrieless serial cable connections using RFCOMM between two peer devices. The
requirements are detailed in terms of services for applications, and by setting the features and

procedures that are required for exchanging between Bluetooth devices.



3.6.3 Connection Process

The vehicle device will be an Acceptor [5], which initiates itself and form a connection to another
device. This done by broadcasting inquiry request at radio frequency of 2.4 Ghz while the mobile device,
an Initiator, will listen to this via discovery mode and response if chosen by the user, and two bluetooth

devices shall initate the connection.

3.6.4 Bonding and Pairing

When connection is established between the mobile device, they will proceed pairing sequence to
creates bonds. This process will go through 4 phases: Pairing feature exchange, short term key

generation, long term key generation, transport specification key deistribution

Established L connection )

(Optional) Security Request

'y

Pairing_Request

> Phase 1
Pairing_Response

A

Pairing over SMP:

[ Legacy pairing or Secure Connections

| Phase 2

A

| S

Establishment of encrypted connection with key generated in phase 2

—

Key Distribution
Key Distribution

A

Phase 3

Key Distribution




Pairing is the exchange of security features including feature such as Input/output (10) capabilities,
requirements for Man-In-The-Middle protection, etc. The exchange of pairing information between the

mobile device and the vehicle device is done through the Pairing Request and Pairing Response packet.

Field Code 10 OO0B AuthReq (1 Byte) Maximum Initiator Responder
Sub- (1 Cap DF | BF | MITM | 5C | KP | Reserved | Encryption Key Kay
define | Byte) (1 (1 Key Size Distribution | Distribution
Byte) | Byte) (1 Byte) (1 Byte) (1 Byte)
Bits* i) 3 i) 2 1 1 1 3 ] 8 8

Table 1 Pairing Request/Response

*Bit order is LSB to MSB.




3.7 GPS Technology

Global Positioning System (GPS) is based on satellite radio navigation service provided by the US Space
Force [6]. By using the information from an on-board atomic clock, coordinates and a current status,
the GPS satellite projects a radio signal from medium Earth orbit region (approximately 20,000 km
above the ground) to a client device at the speed of light. The GPS embedded device then uses this

time information to calculate the distance of itself to at least 4 satellites [7].

D1 ¢=1299,792,458 m [ s

T =/ 17

Figure 4 Global positioning method of GPS technology
ID| = ¢ « AT = ¢ =« (T' — T)
D : Distance from a satellite to the GPS device (m)
T : Time instant when the GPS signal leave the satellite (s)

T': Time instant when client device receive the GPS signal (s)

c: Speed of light (m/s)



By knowing the distances to 4 determined points in space, a GPS device coordinate(x, y, z)can be

located with the root of following system of equations:

Figure 5 Point determina m thod from 4 known points in 3 dimension

(-

D1 = J(x—x)2 + (y — y1)? +/(@m=rmzje Cerman University

D2 = \J(x— %)% + (v — ¥2)* + (z — 2,)?

D3 = J(x—x3)* + (y —y3)? + (z — 23)?

D4 = J(x—x)? + (v — ya)? + (z — z)?
Dx : Distance from a satellite to GPS device (m)
X;, ¥;, zi: Satellite coordinate (m)
x,y,z: GPS device coordinate (m)

GPS technology is enabled on almost every smartphone nowadays, which is carried everyday by traffic
participants. Along with an enormous geography database provided by Google Service, this

combination is included in building the GPS tracking and payment subsystem to track the trajectory of



the user in real-time in each specific road path. After the user leaves the road, the collected

coordinates can be calculated to output a final road usage of the user on that road. The road usage

calculation can be realized by following equation:

K
D = Z\/(le = x)% + Wiy1 — Yi)?
=0

D : Total road usage (m)

k : Number of coordinate samples

x;,yi: Latitude and longitude sample at time instant i(m)
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Figure 6 Travel distance calculation strategy



4 System implementation

4.1 E-wallet Android application
4.1.1 Activities and fragments management

An Activity is the main visualize interface that the user interact with most of the time on an android
application [8]. Activity class handles entering, pausing, exiting actions for the application while on an
activity. When switching from an Activity to next Activity, the system need to save current state of
previous activity, destroy current view and generate new view for next Activity [9]. This action consumes
unnecessarily energy and memory resources of the mobile device, when some of the Ul (User interface)
can be re-use as a general theme for entire life cycle of the application. Android library provides an
alternative option called Fragment to inherit usable portion of the Ul while updating required
information. The APl makes this possible by:introduce modularity and reusability into the hosted Activity
[10] via a fragment tag embedded in a XML file, which defines the user interface layout structure of the
Activity [11]. The fragment tag can be constrained its position with other elements, which are

encapsulated functionalities, respectively in this case.

The usage of Fragments are more reasonable since Android Studio 3.3 arrived [12]. In this version,
Google introduced Navigation feature, which is a tool set allows developer to visualize and manage the
navigating relationship between Fragments such as path, direction, action, etc., to ensure a consistence
and predictable behavior when executing a transition [13]. This tool comes with a graph that illustrates
transitions with actions and arguments properties, which are mandatory for the E-wallet application

graphical interface management back-bone.



0 homeFragment

id homeFragment
label fragment_home
1ame

¥ Arguments

L T HkonTrarsa...

#loginFragmen! Fom e Fragmen|
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I ¥ Deep Links
slgrap Fragmen|

wehicle Regisl..

Figure 7: E-Wallet Navigation Ul

While only E-Wallet app have one Main activity consisting a navigation bar existing throughout
application processes, all other different user procedures shall be contained in Fragments system. This
architecture design takes advantage of today mobile device hardware power and decrease potential

errors in development process when managing multiple user interfaces and actions between them.



4.1.2 Main Activity

The Main Activity initialize when the app is first start and kept alive until user close the app. On creation
of the Activity, Navigation bar shall be introduce to the environment with three main paths to
corresponding Fragments: Home, History and Vehicle. Right after that, Login Fragment shall be
generated and hide the navigation bar away, because user have to login and connect to central server
first before access further into the app. Otherwise, the app would crashed and raised Null pointer
exception, since all the data need to be used is initially null before retrieved from central server when

logging in success.

4.1.3 Login Fragment

The Login fragment is an interface allow user to input their phone number and password to access

further features of the E-Wallet.

Login is the first Fragment user encounter when Main Activity is created, and this is possible when
assigning start destination properties to it [14]. Phone number and password text placeholder is the
output of EditText objects creation, these objects then linked to corresponding tag in XML file of Login
Layout via findViewByld procedure [15], this method applied for all linkage between user interact Java

objects and visual interface XML tag.
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Figure 8: E-Wallet Login Fragment Ul

Phone number text field will have a live check if the input is a number and have 10 or 11 digits (standard
mobile phone number in Vietnam [16]). Password field will check if input is a string containing alphabet
character, number and special character. If these conditions are fulfilled, the login Button object will

active to be pressed.

On click handler of login Button [17] will send login information to central server to authorize the user
availability. If the authorization success, the application will received a positive feedback along with
important user information such as credit card information, E wallet credit and vehicle name to prepare

a Bundle [18] to send to Home Fragment.



4.1.4 Home Fragment

The Home Fragment is an interface allow user to do multiple activities related to:

Budget management

Vehicle/Driver registration

Log out

Add Credit
Button

Driver registration
Button

Debug Button

L A b ¥ 21008 549 PM

ietnames rmanstni

f 9 =

history vehicle

Figure 9: E-Wallet Home Fragment

User information
Text view

Retrieve Money
Button

Vehicle registration
Button

Log out
Button

Navigation bar



4.1.5 Add Credit and Retrieve Money

These actions enable user to change their wallet credit status by adding and retrieving money to linked
credit card. After this action finished, the budget data on central server side also update accordingly.
Home fragment shall run a loop thread in background to continuously fetching user information every

100ms to update budget value on User Information Text View section.

A Text Watcher [19] shall observed user input when Retrieve Money action is ongoing. This object will
enable the Retrieve Button, which allows user to further proceed the action, if the input amount is less
than the current credit in the budget. Otherwise, the user have to return to Home Fragment or change

the input.

The ratio of credit and VND is 1:1

4.1.6 Driver Registration

This action creates an interface to start exchange information with the vehicle profile device via
Bluetooth. At first, the application shall check for Bluetooth availability on the mobile device and ask for
access permission if previously not granted yet. If the user does not grant the accessibility permission,
the application will return to Home Fragment and wait for other actions. If permission granted by the
user, the mobile device shall start searching for a registered vehicle and start exchanging information

with it. Further background procedure will be described in Bluetooth interface handler section.

After choosing a suitable vehicle, the mobile device shall send a request to the central server to update

vehicle data of regard user profile. The vehicle data contains vehicle name and vehicle mass.



4.1.7 Vehicle Registration

**NaN**

4.1.8 Log out

This action triggers the central server by sending a log out request along with user phone number. After
receiving a positive response, application shall transition to Login Fragments, and all previous user data

stored on the mobile device shall be set to null.

4.1.9 Client socket interface handler

The mobile device will a client in the TCP socket communication with respect to the central server. The
client socket class shall have 3 main procedures: start connection, sending request and listening to
response. In order to maintain consistence connection to the central server, these procedures shall run
in parallel threads. Start connection thread shall run‘at the beginning of every Fragment. If the mobile
device cannot initiate a connection with central server by throwing an 1/O Exception [20] during start

connection thread execution, the application will set a 1000ms timer before restart the connection.

Application shall start listening thread right after the connection is established. This thread will run in an
infinite while loop only break when an 10 Exception is raised. While looping, the application will
continuously fetching the data from TCP socket buffer and covert to a string. When this procedure

encounters an end of line indication, the application will forward all collected data to further processes.

If the application is in login session, it means the long term key between the mobile device and the
central server not existed or erased (more about long term key in Security data exchange). Then, when
listening thread captures a message from central server, it will redirect this data to JSON analyzer, which

is a function derived un-encrypted JSON structured message to extract data field inside the message. If



the long term key were stored in mobile device, the listening thread will forward incoming message to

the Decryption service, then forward to JSON analyzer.

Before sending any request to central server, the message must be encrypted by a temporally and long

term key and sent using sending thread.

When sending or listening, the application shall check for connection status because the read and write
I/0 stream is initiate at the start connection thread, otherwise, the application will throw 1/O or null

pointer exception. The reason start connection, sending and listening action must be handled in thread
is because the application can still captured new data while sending a request or update secrete key on

the go.

4.1.10 GPS tracking service

4.1.11 Bluetooth service

Bluetooth service on mobile device shall start when application in Vehicle or Driver Registration
Fragment. Since Bluetooth is treated as an external device with respect to the CPU on mobile device, or
in Android library terminology, a Bluetooth Adapter, the application need to verify the Bluetooth chip
whether this mobile device is Bluetooth supported or not [21]. If the hardware requirement is fulfilled,
the application shall initiate an Intent [22] and passing the previously introduced Bluetooth adapter to
listen to user permission to turn on Bluetooth connectivity. An Intent act like an event handler optimized
to run on Android OS instead of un-controlled thread and loop, and this class also provide a Broadcast
Receiver [23] in order to captured dynamically Bluetooth messages broadcasted by OS system in
publish-subscribe pattern [24]. This handling scheme will be applied on later states of Bluetooth

services.
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Figure 10: The enabling Bluetooth dialog

The mobile device is an Initiator device [25] in this project Bluetooth communication, therefore, the
application shall start discovery to retrieve vehicle device MAC address. After the vehicle device selected
by the user, the application shall attempt to initiate the Bluetooth connection as client [26]. To proceed
connection initiation, the application create a RF Communication Socket and passes in its UUID to start
exchanging with vehicle device on a new thread. If there is no I/O Exception occurred, application will
cancel discovery mode to prevent slowing down the connection. If the attempt is succeed, the
application will finish the thread that runningattempt connection and open a Bluetooth socket input
and output stream declared. The listening'and‘sending'messages handler have a similar design scheme

of TCP connection of the application described in chapter Client socket interface handler.

Due to the nature of Bluetooth communication, which is low range and peer to peer, it is not necessarily
to develop a secured communication with special authorization process. The data exchange via
Bluetooth service is the vehicle information, and this interchange only occur once when register the

driver and once when register the vehicle.

4.1.12 Client Encryption and Decryption service

Encryption and Decryption services on mobile device side is handled by Fernet library for Java [27]. In
order to encrypt or decrypt any information, the API required a key and a token. The key in this case

shall be the temporally key or the long term key depending on the stage of the application. When



encrypting, the token is generated using the key and the message package needed to be sent. When
decrypting, the token is the decrypted message that the listening thread passing to. Moreover on
decryption service, the mobile device need to set the alive time of the token to match will the central
server side, in this case, it is 60 second by default. Otherwise, even with a valid key, the TCP

communication still not be possible.

4.2 Socket and Sqglite based central server

4.2.1 Server socket interface handler (SIH)

4.2.2 Sqlite database handler (DBH)

4.2.2.1 Login

SIH will provide to DBH phone number and password from login request. The DBH then check if the
phone number exist in the User table or not. If the result is positive, DBH will verify the password comes
with that phone number in password column. If the verification is passed, the login status of this phone
number shall be set to true, and other related information on the same row will be extract to send a
response. At the same time, stored the temporally key into the database for it to become long term key
(detailed description will be on Chapter). Finally set the Result of the response to “good”. If phone
number does not exist in the database or wrong password, the Result will be set to “bad” and no further

action from DBH



Table:| | =] user o @ & _|_LL LE:] ] A ¢

phone password budget wehicle_name wehicle_mass login
Filter Filter [Fiter ~ |Fitter [Filter [Filter |

1 0835??1?41 Hieu2312. Q000 Mone 0 1
2 0988881517 Hongl908. 100000 Mone 0 0
3 0967881517 Thanh2103. 5987343 None 0 0
4 0915877731 VWyl404. Q999999 None 0 0

4.2.2.2 Log out

Logging out required only phone number to execute. DBH shall set the login status false, vehicle mass to
0 and vehicle name to “None”. This way, the account status will be reset to initial state before login, and
the Result will be “good”. However, this action can only be executed if the given phone number is found

in the database, otherwise, no action will be done along with “bad” Result.

4.2.2.3 Sign up

Above actions is executed through SELECT data or UPDATE data from database. Signing up an account
on other hand, DBH will INSERT INTO the User table new row representing new E-Wallet account. As
long as the sign up phone number did not already exist in the database, the Result will be “good”,

otherwise, “bad”.

4.2.2.4 Add money

This action required phone number and the amount of money user need to input to E-Wallet. On the
User table, the budget column will be increase based on the current value and the additional added

regarded the phone number.



Any action related to budget management need to be recorded in History table. Recording procedure
must always have a time mark to traceability purpose if the user complain about false information about
their budget displayed on the E-Wallet. The time information will captured at the moment DBH start
process budget related actions. For adding money, the money amount and existed phone number will

be update in History table along with time value, other section will be left “None” or zero.

Table:| || history ~ @ & o —I_LL LEJ —d'v | @ -’-:‘H |: ter in any column |

phone Longitudel Latitudel money time wehicle_name wehicle_mass Longitude2 Latitude2 street
Filter |Filter [Fiter  |Fitter [Fitter [Filter [Filter [Filter [Fiter  |Filter |

4.2.2.5 Retrieve money

Retrieving money request is processed exact the same with adding money but subtracting. However,
DBH will give “bad” result if the amount of money user want to retrieve larger than the amount of
money currently available. This checking procedure should be done on mobile device side, but for the

integrity factor and prevent crashing, this should also be done on central server side independently.

Pay fee

Paying fee inherits the verification steps and DBH actions of retrieving money since it has a similar
nature from central server perspective. Moreover, this action required start, end GPS coordinate and
street name to record to History table. The amount of money need to be subtracted is a multiplication

of vehicle mass, street based fee and distant travel:

The distance is calculated based on given GPS coordinate with the formula derive in Chapter. The street

based fee or road fee per kilometer data is stored in Street table, and the based value can be search by



DBH using given street name in the request. DBH retrieves vehicle mass from User table with respect to

the given phone number.

Table:| || street e
street  fee
Filter |Filter

If the user have not registered as a driver, the vehicle mass will be 0, which is invalid, so the response
will have “bad” Result and no further action from DBH shall be done to prevent unwanted budget

modification to E-Wallet.

4.2.2.6 Register driver

For this request, the central server will need phone number, vehicle mass and vehicle name along with

the action to update vehicle status in User table with given phone number.

4.2.2.7 Get history transaction

4.2.2.8 Get user information

4.3 Server Encryption and Decryption service

4.3.1 Vehicle profile and notify application
4.3.2 Virgin registration service
4.3.3 Acceleration sensing handler

4.3.4 Bluetooth interface handler



5 System feature results and evaluation

5.1.1 Signup virgin vehicle

5.1.2 Driver alert feature

5.1.3 Driver registration and de-registration
5.1.4 Automatic paying fee feature

5.1.5 E-wallet credit management

5.1.6 Security data exchange

Security system used for TCP connection in this project is designed in such a way that all communication
on the central server with any random mobile device is encrypted, and if a network protocol analyzer
such as Wireshark [28] try to inspect the'communication, it cannot detect and extract any information
while the application is running. To realize these requirements, the security data exchange procedure

shall have 3 main stages:
Share long term key
Exchange data with long term key

Erase long term key



Start TCP connection

Send temporarily key request

<
Encrypt the log in
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<
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dd
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Encrypt log in positive
response
Close connection
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handler

Central server

The encryption and decryption handler from both application and central server is Fernet. On mobile

device side, the Fernet library is provided for Java language. On the central server side, the Fernet library

is provided for Python language [29]. A symmetric authenticated cryptography communication like

Fernet must have a key, which is a URL-safe based64-encoded 32-byte string, and an encryption mode,

which is AES 128-bit [30] in this project .Every request sent from a mobile device to the central server

must be encrypted with a temporally key or a long term key. The long term key is the official generated

secrete key that stored in database to served further request handling, and the temporally key is the

newly generated key at the start of a connection.



When a TCP connection is established, the central server shall use database handler (DBH) to search the

IP address of the connection request and search in the ipKey table of the database.

IabIE:|_IiDKE¥ V| B % = B a B A

ip keyl key2 key3 keyd
|Filter [Filter [Filter [Filter [Filter |

If the database does not consist the IP address, which means the user have not log in on the mobile
device yet, the TCP connection handler (TCH) shall generate a fresh temporally key [31] and send it to
the mobile device in JSON message format. On the mobile device side, it will handle this message
without attempt to decrypt it and store this temporally key for the login request. The connection
between the mobile device and central server shall be kept until the user proceed login action or close
after 5 minutes without any response from client side. After login information is ready to be sent as
request, the mobile device shall encrypt-thisinformation using given temporally key. While the TCP
connection is opening, which means the temporally key generated in TCH has not been deleted, the TCH
shall decrypt this message and send to DBH to proceed authorization. If the login information is valid,
the DBH shall store this temporally key as a long term key along with device’s IP address in the database.
After that, the login success message shall be encrypted with new long term key and send to mobile
device. When the mobile device decrypted the login success feedback using temporally key, this key also
matured to long term key on mobile device side, in conclusion, the key sharing procedure is finished. On
a circumstance where the login procedure is not success, no long term key shall be existed on both

sides. At the end of this procedure, the TCH will close the TCP connection.



With a long term key created on both side of the communication, the TCH will wait for request after
connection start, instead of generating new key. This communication is secured since the key sharing
only occurred once and later data exchange is encrypted. However, the long term key will expired if
there is no activity from the mobile device for 5 minutes. The TCH will automatically closed the
connection, and when mobile device restart the connection, the sharing procedure will start again, but it

is an automatically login procedure on application side if the E-Wallet is still active.

Database
handler

Mobile device
Central server

Start TCP connection
> Start connection
Search existence key with
correspending IP address
>
Long term key
exist of given
IP address
Wait for request
Encrypt the
request with
long term key Send encrypted request
>
Decrypt the request with long
term key
-
Execute the
request and
generate
response
E
Send positive encrypted response Encrypt positive response

Close connection



When the mobile device send a log out request, the long term key will be erased be DBH from the

database, and the user have to login again to restart the whole process.

5.1.7 Limitation and future improvement



6 Conclusion
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